A pTQ? Q TRANSPORTATION RESEARCH BOARD
el The 2023 TRB Annual

| - | Automated Road Transportation Symposium
l - San Francisco, CA * July 9-13, 2023

Safety Case-Based Test and Evaluation
Process

Jeffrey Wishart, PhD
Science Foundation Arizona/Arizona Commerce Authority

July 11, 2023



Background

» A Safety Case is defined in UL 4600 as:

* A structured argument, supported by a body of evidence, that provides a compelling,
comprehensible, and valid case that a product is safe for a given application in a given
environment.

* NHTSA seem open to the safety case concept:

 NHTSA VSSA process is non-prescriptive and serves as an important “opening bid”
that includes “pillars” (topic areas) covering various safety aspects.

* NHTSA’s ANPRM in 2020 suggested three standards that could be used as the
foundation of a safety case:

* UL 4600 provides a safety case framework
* |1SO 26262 addresses safety risks from electrical/electronic failure
* |SO 21448 provides a method for ensuring sufficient functionality
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Proposed Safety Case Structure

T T
- -,

* The elements of the proposed framework are: [ SafetyCase
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« Safety Management System (SMS)
* Change Management

* Training e -
Management Based Testing

¢ DESign MEthOdS System (SMS) Design_Methods
e Scenario-based Testing

* Note that the scope focuses on the DDT safety as a subset of
comprehensive operational safety; for example, no cybersecurity or
sensor maintenance provisions are included.
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Safety Case: Scenario-Based Testing Leg

* The Scenario-Based Testing leg requires the following components:
1. Driving Assessment (DA) Metrics: What is measured when testing

2. Evaluation Methodologies: How to use the measurements of DA Metrics to make an
assessment of driving performance for a single scenario navigation

3. Test Methodology: How (and how much) testing is conducted
4. Evaluation Criteria: What level of driving performance is required

* All of these components are already being developed, except for #4:
e A regulator (i.e., NHTSA) will have to determine thresholds and the minimum level
of safety.
* The intent is to provide the framework as well as research on threshold
determination and methods.
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DA Metrics

e Currently being developed in SAE Recommended Practice J3237 by the V&V Task Force
under the SAE On-Road Automated Driving (ORAD) Committee

Taxonomy | Metric

Safety Envelope Metrics: * The Safety Envelope Metrics are neutral to the
1. Safety Envelope Infringement . ‘- .
L T Ty underlying spatio-temporal boundary calculation
3. Safety Envelope Ratio method, termed the Safety Envelope
4. Safety Envelope Restoration Time Formulation

Collision Incident
Lane Stability Violation
Traffic Law Violation * 13237 recommends:

Aggressive Acceleration Violation ) .. .
Compliance Error Rate to Human Traffic Controller * RSS-based Minimum Distance Safety
Directions Envelope
OEDR Reaction Time Violation °
ADS DDT Execution (Inside ODD) MPriSM
ADS DDT Non-Execution (Outside ODD)

Black Box

Grey Box = 0 T of Automation * Traditional Safety Envelope Formulations are
Intervention/Takeover Request included but not recommended:
Demonstrated Behavioral Competency e TTC
Identification Error Rate to Human Traffic Control
White Box | Directions  MTTC
0ODD Recognition Violation e PET

Safety Envelope Calculation Error Rate
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DA Methodology and Scenario Selection

* With multiple metrics, a methodology to interpret these measurements is needed.

* A single score for a single scenario navigation is the premise of the DA Methodology, with
an accumulation of scores for a number of scenarios being provided in the safety case.

DA Scores = [Complexitys * Relevanceg * Fidelityr * (1 — );(Metric; * Magnitude;))|*100%

* Test method is determined and test scenarios are categorized in four test sets:
 Random test set (RTS) — randomly generated from entire scenario set
Standard test set (STS) — a set of scenarios that is identical for identical ODDs

Known unsafe test set (KUTS) — for any scenarios that are known to the AV developer to
cause issues for the VUT (or discovered during testing to cause issues)

Known safe test set (KSTS) — for any scenarios in which the AV has demonstrated
satisfactory performance
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Action Plan

* The long-term objective is to provide the technical foundation to NHTSA (and
other regulators) for AV regulations, starting with a best practice.

* Work with other researchers (such as those at NHTSA, Mcity and University of
Michigan, ADOT/MCDOQOT, and AVSC) to ensure diverse viewpoints and
feedback.

e Show the proof of concept with May Mobility as the AV developer partner,
ideally as a safety case-based VSSA that establishes a benchmark.

* After the best practice is established and has gained some stakeholder
acceptance, the V&YV Task Force will take up the components of the safety case-
based process and move towards making them standards documents.
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Thank You

Jeffrey Wishart, PhD
jeffw@azcommerce.com
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