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Functional Architecture
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Noise Factor and Fault Injection Testing
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Focus : System Validation via injecting noise and faults at interfaces identified in the 
functional architecture
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Simulating AV Behavior
Noise Factor Testing in simulation as a means of validation 

[Synthetic] Handling cut-in’s
Leveraging a combination of synthetic and 
logged data, validation testing is executed 
by introducing noise at the identified 
interfaces between sub-systems. 

Simulation of known edge cases, 
exploration of unknown edge cases using 
scenario sweeps and fault injection

Synthetic simulation where an actor cutting into 
ego’s vehicle is added as a noise factor. Kodiak driver 
is validated against acceptable performance. 

The simulation here shows a comparison between a 
failing and a passing scenario 
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Fallback : Safe Stop 

Fault Injection Testing as a means of validation 
System Level Validation

Proven fault management system checking 
10x per second for more than 1,000 fault 
conditions
Faults are injected at the interface 
identified in functional architecture

System is validated against fault:
● Detection
● Isolation
● Reaction

Safe Stop after Tire Blowout

https://docs.google.com/file/d/16v1vQiAjJtzaotYmRBX9fVTVNF3e_lZT/preview
https://drive.google.com/file/d/1g-_lRSw_YrBC8cxYyCuhaQ1OZbrUxRvU/view?usp=share_link
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