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Introducing Waymo’s Approach to Safety: a Safety Case

A “safety case” is a structured argument, supported by a
body of evidence that provides a compelling,
comprehensible, and valid case that a system is or will be
adequately safe for a given application in a given

environment.
[UK Ministry of Defense DS 00-56, adapted subsequently in UL 4600]

The determination of safety is, at its
heart, a risk assessment process

The top-level goal of Absence of
Unreasonable Risk. Safety is defined in ISO
as Absence of Unreasonable Risk (AUR)

Building a Credible Case for Safety: Waymo’s
Approach for the Determination of Absence
of Unreasonable Risk (March 2023)
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Introducing Waymo’s Approach to a Safety Case

A layered approach to safety
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Building a Credible Case for Safety:
Waymo’s Approach for the
Determination of Absence of
Unreasonable Risk (March 2023)
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confidence build-up
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A Layered Approach to Safety: Decomposing AUR

[ Absence of Unreasonable Risk (AUR)

The determination of safety is, at its

Risk Assessment

Aggregate 1

heart, a risk assessment process

Architectural hazards Behavioral hazards

Risk Assessment

Architectural hazards: those associated with Behavioral hazards: those associated with
potential sources of harm inherently embedded potential sources of harm resulting from
within the platform because of architectural the ADS's displayed driving behavior,
choices. Example: undesired presence of whether intended or unintended.
blind-spots, stemming from architectural choices Example: undesired degree of proximity to
related to sensors’ typology and placement. surrounding road users.

In-service operational hazards: those associated with
potential sources of harm resulting from the fact that
the ADS operates in a complex ecosystem, and that do
not belong to the other two categories. Example:
improper securing of cargo or undesired access to the
vehicle from a malicious actor.
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AUR Determination and Risk Assessment

e For all hazard categories, a set of explicit risk acceptance criteria should be stated to
assess if the residual risk reached an acceptable level or further mitigations are required.

e The crux thus remains of how to determine that a certain collection of acceptance criteria
adequately covers a certain category of hazards.

e The process of setting appropriate acceptance criteria relies on the following three
assumptions:

A. A sufficiently exhaustive list of B. We can define indicators of interest C. We can define the minimum set
hazards can be identified and covered by mapped to each hazard category to set of dimensions of interest to state

the categories “architectural”, an explicit acceptance criterion for risk completeness of the set of acceptance
“behavioral”, and “in-service evaluation; criteria and establish credibility
operational”;
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Safety Methodologies for AUR Determination
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Safety Methodologies for AUR Determination
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System Safety Analysis to Identify Hazards

A. A sufficiently exhaustive list of hazards can be identified and
covered by the categories “architectural”, “behavioral”, and

Identification for “in-service operational”;

coverage

Hazardous event not controlled
: (Int)

Controllability

Malfunction :
Identification for Identification for {8 ADV
coverage coverage ' avoidance
Functional capability
Scenario Insufficiency For identified hazard H q Hazardous
. azardous : :
containing —> Behavior e Event / : (<] : Harm
tnggf-:.rlng T Interaction
conditions Reasonably ORU/ external
Foreseeable Misuse Scenario containing avoidance Event Severity
conditions in which hazard capability
can lead to harm
Occurrence Malicious Attack (Ext) Controllability
B = 0 e
White vehicle against Missed Perception L . . . . .
white sky Loss of Control Insufficient/Excessive Presence of lead vehicle in conjunction with ORU: Lead vehicle not

following too close —
Interaction with low spatial gap

accelerating or reacting too
late or unable to react

Radar return f teel Ghost betection Lat/Lon Decel/Accel Collision event
adar return from stee .
trench plate Insufficient Sensor Range Loss of Separation

Possible Examples to Consider

. o Compromised Insufﬁz:lsen;/jc);cesswe Presence of pedestrians in range of Lidar ADV: Incorrect detection of Blinding event
Excessively hoticold day Incorrect Classification Ph sicF;I Securit P with excessive power output — power levels and inability to
N 4 Y . Pedestrian exposed to dangerous radiation tune/shut-off Lidar Fire event
Exposed cyber attack Incorrect Pose Estimation Following too close
surface . -
Malicious Sensor Hack UE;?:;’:[:':," Excessive power output Presence of road barrier and cliff in Infra: Insufficient road Robbery
Unexpected deferred Radiation P P conjunction with excessive lateral acceleration — barrier strength or broken

maintenance

Hardware Failure
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B. We can define indicators of interest mapped to each C. We can define the minimum set of dimensions of

hazard type to set an explicit acceptance criterion for interest to state completeness of the set of acceptance
risk evaluation; criteria and establish credibility
High
Med
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Safety Methodologies for AUR Determination
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Example of Targeted Scenario-Based Behavior Evaluation:
Collision Avoidance Testing (CAT)

e \Virtual, scenario-based testing methodology that evaluates the safety of the ADS’s
intended function

e Compared to the Non-Impaired driver with Eyes ON conflict (NIEON) model, i.e. high
performing human driver

e ADS'’s ability to avoid situations initiated by others that require urgent evasive maneuvers

e Representative of a given ODD, informed by our driving experiences, public crash
datasets, expert knowledge, etc.

Severity potential
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Eyes on Conflict 100% Collhswn . |
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Conflict role capability

Performance
Average human driver Average Human Limits
in fatal dataset Driver Model (e.g. friction)
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Conclusions

The determination of safety is a risk
assessment process.

The layered approach to safety consist
of decomposing the determination of
absence of unreasonable risk into
architectural, behavioral, and in-service
operational hazards.

Each of these hazard categories requires a

set of explicit risk acceptance criteria.

Setting appropriate criteria relies on:

a) A sufficiently exhaustive list of hazards,

b) Appropriate performance indicators

c) Acceptance criteria framework with
appropriate dimensions of interest
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Safety = Absence of Unreasonable Risk
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Thank you.
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